Ipunoxenne Ne2. UndpopmMannoHHasi MaMATKA VIS 00y4aKOIIUXCH VIS pa3MelleHus Ha
opuumnanbHbIX MHTEpHET-pecypeax

C KaXIbIM rOJJOM MOJIOZIEKH B MHTEPHETE CTAHOBUTHCS OOJIbILIE, @ IIKOJbHUKU OJHU U3
CaMbIX AaKTHBHBIX Iosib30Bareneil PyHera. Mexay TeM, NOMHUMO OTPOMHOIO KOJIMYECTBA
BO3MOKHOCTEHM, MHTEPHET HeceT U MpoOsieMbl. DTa MaMATKa JOJDKHA ITOMOYb Tebe Oe30macHo
HaXOJUThCS B CETH.

Komnvromepuvie supycul

KoMmmnbrorepHslii  BUPYC — 3TO  Pa3HOBHUJHOCTb  KOMIIBIOTEPHBIX  IIPOrPaMM,
OTJIMYUTETHPHOM OCOOCHHOCTBIO KOTOPOH SIBISIETCA CIOCOOHOCTh K pa3MHOXKeHHI0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH MM TMOJHOCTHIO YHUYTOXXUTH BCE (ailiibl U
JaHHbIE, MOJIKOHTPOJBbHBIE MMOJIb30BATENI0, OT UMEHH KOTOPOro Oblja 3amyllleHa 3apa)kéHHas
nporpamMma, a TaKKE MOBPCAUTH WM AK€ YHUYTOXUTH OICPALMOHHYHO CHUCTEMY CO BCCMU
¢aitnamu B esoM. B 60IbIIMHCTBE CiTyd4aeB pacpOCTPAHSIOTCS BUPYCHI Ue€pe3 HHTEPHET.

MeTop! 3a1IUTEI OT BPEAOHOCHBIX IPOTPaMM:

1. Hcnonb3yili cOBpeMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOINE CEPhE3HBIN YPOBEHD
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM,;

2. TlocrosHHO ycraHaBnmuMBai mauTH (IMQPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTAQHABJIMBAIOTCS C LENbI0 JAOPAOTKH MPOrpaMMbl) U Apyrue OOHOBIEHHS CBOEH
oIepannoHHOM cucTeMbl. CKauuBail X TOJIBKO ¢ O(pUIIMAIBHOTO caiiTa pa3paboTInKa
OC. Ecnu cymiecTByeT pexUM aBTOMaTHUYE€CKOI0 OOHOBJIEHHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEpE TIOJ] ITPaBaMU IOJIB30BATENS, a HE aJMHUHHUCTPATOPA.
OTO HE MO3BOJUT OOJIBLIIMHCTBY BPEJOHOCHBIX MPOrpaMM HHCTAJJIMPOBATHCS Ha
TBOEM IIEPCOHAIBHOM KOMITBIOTEPE;

4. Vcnonw3yil aHTUBUPYCHBIE NMPOrPAaMMHBIE NMPOJIYKTHI U3BECTHBIX MPOU3BOIUTENECH, C

aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannyb pu3nUecKuil JOCTYN K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIUII;

6. Vcnonp3yii BHEIIHME HOCUTEIH MH(OPMAINH, TaKUe Kak (uIienka, TUCK Win Gail u3
MHTEPHETA, TOJIKO U3 MPO(EePEHHBIX HCTOUHUKOB;

7. He oTkppiBail KOMNbIOTEpHbIE (ailyibl, NOJy4YE€HHbIE U3 HEHAAEKHBIX HCTOYHUKOB.
Jaxe Te (aiinbl, KOTOpble NpUCHad TBOM 3HAKOMbIM. Jlydmie yTOYHHM y Hero,
OTIIPABJISLI JIU OH TeOe HX.

o

Cemu WI-FI

Wi-Fi - 310 He Bu mepenavn JaHHBIX, HE TEXHOJIOTHsI, a BCETO JIUIIb OpeH 1, Mapka. Ere
B 1991 rony Hunepnanjackas kommanusi 3apeructpupoBana Opens « WECA», uro o6o3Havaso
cinoBocodeTanue «Wireless Fidelity», KOTOpbIii TepeBOAUTCS KaK «OECIPOBOIHAS TOYHOCTHY.

Jlo Hamero BpemeHHM Jouuia jApyras aOOpeBuarypa, KOTOpas SIBISIETCS TaKOH ke
TexHosoruei. Iro abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHIApPT
BBICIINI 3ByKOBOW TexHuKH Hi-Fi, uTo B mepeBoie 03HauaeT «BhICOKAS TOUHOCThY.

Ja, 6ecruiaTHBII MHTEPHET-IOCTYI B Kade, OTENIX M ad’ponopTax SBISETCS OTIIMYHOMN
BO3MOXHOCTBIO BbIXOJa B UHTCPHCT. Ho muorme 9KCICPTHI CUUTAKOT, YTO OGH.IG,[[OCTyHHBIC Wl-

Fi cetu He saBiArOTCS OE30IIACHBIMHU.

CoBertnl 110 6e30macHOCTH paboTe B 001Ie10CTYHBIX ceTsix Wi-fi:
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He nepenaBaii cBoto nuuHylo uHpopMmanuio yepe3 obmenoctynueie Wi-Fi ceru.
PaGoras B HHMX, *eJlaTeIbHO HE BBOJUTH MApOJM JOCTYIA, JOTMHBI U KaKue-TO
HOMeEpA;

Hcnonp3yit 1 0OOHOBIISIH aHTUBUPYCHBIC MPOTpaMMbl M OpaHaMayep. TeM caMbIM ThI
obe3onacuillb cedst 0T 3aKaYKU BHpYyca Ha TBOE YCTPOHCTBO;

[Tpu ucnonp3oBanuun Wi-Fi oTkmioun ¢yskmuio «OO0mmit goctyn k daitiam u
npuHTepam». JlaHHas (QYHKIUS 3aKphlTa [0 YMOJYAHUIO, OJHAKO HEKOTOphIE
MOJIH30BATEIN aKTUBUPYIOT €€ /sl yA00CTBa HCTIOIB30BaHUs B paboTe min yueoe;

He ucnonw3yii myonuunsiii WI-FI nas mepenaun AuuHBIX JaHHBIX, HAIpUMEpP JUIS
BBIX0/Ia B COI[MAJIbHBIE CETH WJIU B JIEKTPOHHYIO MOUTY;

Nnone3yit Tonpko 3ammieHHoe coequHenue uyepes HTTPS, a nve HTTP, t.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOwneHOM Tenedone orkiaroun  ¢yHkuuio  «[lomkimrouennme k- Wi-Fi
aBToMaTHyeckn». He nomyckaif aBToMaTH4eCKOro MOAKIIOUEHUSI yCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;Z/laﬂbele cemu

CoumanbHble CETH aKTUBHO BXOMST B HAIIy XH3Hb, MHOTHE JIIOAM PaOOTAIOT U KHUBYT
TaM INOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH MUIUIMAp[ YEJIOBEK, YTO SABISETCS OIHOU
CelbMOM BceX JKuTeNel IuraHeTsl. MHOTHE TOJbh30BaTENM HE TMOHUMAIOT, YTO HH(OpMaius,
pa3MelleHHass UMM B COLIMATIBHBIX CETSAX, MOXKET ObITh HaliJleHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJI€ HE 0053aTENIbHO ¢ O1aruMu HaMEPEHUSMHU.

OcHOBHBIEC COBETHI IO O€30MaCHOCTH B COIMAJIBHBIX CCTAX:

1.

2.

Orpanuub CHOUCOK Jpy3eil. Y TeOs B APY3bAX HE JOKHO OBITh CIY4YallHBIX U
HE3HAKOMBIX JIFOICH;

3ammumiail cBoW YacTHYIO ku3Hb. He ykasbiBail maponu, TenedoHbl, agpeca, naTy
TBOETO POXACHUS W APYryl0 JUYHYIO WHPOPMANHWIO. 3IOYMBIIIICHHHUKH MOTYT
UCIONIb30BaTh Jlake MH(OpPMAIMIO O TOM, KaK Thl U TBOM POAMUTEIH IUIAHHPYETE
IIPOBECTU KaHUKYIIbI;

3anuiail CBOO peryTanuio - Iep>KU €€ B YMCTOTe U 3ajaBail cebe BOIpoc: XOTell Obl
TBI, 9YTOOBI APYTHE MOJIB30BATEIN BUJIETH, YTO ThI 3arpyxaemsb? [lomymai, npexae
9YeM YTO-TO OMYOJIMKOBATh, HATUCATH U 3aTPY3UTh;

Ecnu THI roBOpHILB C JIFOJbMHU, KOTOPBIX HE 3HAECIIb, HE UCIOJbB3YH CBOE peajbHOE
UMs U JIPYTYIO0 JHYHYIO HHQOpPMAIUHU: HMs, MECTO YXKUTEIbCTBA, MECTO Y4eObl U
npoyee;

N36eraii pazmemienus ¢ororpaduii B IuTepHere, rae Tl H300pakeH Ha MECTHOCTH,
10 KOTOPOIl MOXHO OIIPEAEIIUTh TBOE MECTOIIOIOKEHHE;

[Ipu peructpanuu B COIMAIBHON CETH HEOOXOAUMO HCIIOJIB30BATh CIOXKHbIE MAPOJIH,
cocTosmue u3 OyKB U U(p ¥ ¢ KOTUIECTBOM 3HAKOB HE MEHee §;

Jlyis coumanbHON CeTH, MOYTHl M JPYTrUX CaiTOB HEOOXOJUMO MCIOIB30BaTh pa3HbIC
napoiu. Toraa ecnu TeOst B3JIIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIYyYaT AOCTYI TOJBKO
K OZIHOMY MECTY, a HE BO BCE Cpa3sy.

DnexmponHnvle OeHvbeu

DJNEeKTPOHHBIE JE€HBIM — 3TO OYEHb YJOOHBIN croco0 IiaTexei, 0OHAKO CYIIECTBYIOT
MOILIECHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JCHBIH.

BJ'ICKTpOHHI)Ie JCHBI'M IOABHJIMCHh COBCEM HC€IAaBHO M MMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCTBax 40 CUX IOP HEC NPOIHMCAHO PO HUX B 3aKOHAX.
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B Poccumn xe oHM (QYHKIMOHMPYIOT M O HHMX YyXK€ NPOMNHCAHO B 3aKOHE, TINe X
pa3leNnsloT Ha HECKOJbKO BUIOB — aHOHMMHBIE M HE AHOHMMHBbIE. PasHuna B TOM, 4TO
QHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaercs MPOBOAMTH omepauuu 0e3 uAeHTU(UKALUU
MOJIb30BATENs], @ B HEAHOHUMHBIX UJCHTU(UKAIIMH MTOJIH30BATENS SABIISETCS 0053aTeIbHOMN.

Taxke cienyer pasnuyarh dJIEKTPOHHBIE (UATHBIC NEHBI'H (PaBHBI TOCYJapPCTBEHHBIM
BAJIIOTaM) | DJIEKTPOHHBIC He(praTHBIC IEHBI'H (HE PaBHBI TOCYIapPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHO paboTe ¢ ANEKTPOHHBIMU JACHbIAMU:

1. TlpuBsxu K c4eTy MOOMIBHBIN TenedoH. DTO camblil yAOOHBIH U OBICTPBIA CIIOCOO
BOCCTaHOBUTH JOCTYN K cueTy. [IpuBs3aHHbBIN TenedoH MOMOXKET, eciu 3a0yaelb
CBOU IUIATEKHBIN MMAPOJIb WM 3alE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit omgHopaszoBble mapoiu. [locie mepexona Ha YCWICHHYIO aBTOPH3AIIUIO
Tebe yxe He OyeT yrpokaTh OMAaCHOCTb Kpa)kul MITH TepexBaTa IJIaTeXHOT0 MapoJs;

3. Bribepu cnoxsbiii mapons. IlpecTtynmHukam OyAeT He HPOCTO Yraaarh CIOKHBIH
napoib. HagexHsle mapoiar — 3To Mapoiiv, KOTOPbIE COIepKaT HE MEHEe 8 3HAKOB U
BKJIIOUYAIOT B c€0sl CTPOYHBIE U MPOMUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CHMBOJIOB,
TaKWe KakK 3HaK JIojuiapa, pyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIUM CBOM JUYHBIEC JaHHBIE HA cailiTax, KOTOPBIM HE TOBEPSCIIb.

InekmponHas nouma

DJEeKTPOHHAs MOYTa — 3TO TEXHOJOTHUS U MIPEIOCTABISIEMbIE €0 YCIYTH IO NEPEChIIKE U
MOJTYYCHUIO DIIEKTPOHHBIX COOOIIEHHIA, KOTOPBIC PACIPEIENSIOTCS B KOMITBIOTEPHOW CETH.
OOBIYHO ~ SJEKTPOHHBIM  MOYTOBBIM  SIIMK  BBINNIAOUT  CIEAYIOIIMM  00paszoMm:
UMS_TIONTb30BATENSA(@UMS_JToMeHa. Takke KpoMe TIepeJadyd TpPOCTOTO TEKCTa, HMMEeeTCs
BO3MOXHOCTb IlepeaBaTh (hailbl.

OcHOBHBIE COBETHI M0 Oe30macHOl paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hagno BeIOpaTh mpaBUIIBHBINA MOYTOBBIM cepBUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO Jy4Ile AOBEPSTh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHHIE;

2. He ykaspiBaii B 1uuHON noure JU4yHy0 HH(popManuio. Hampumep, myuine BbIOpaTh
«My3bIKaNIbHBIN _(paHaT@» win «pok2013» BmecTo «remal3»;

3. Hcnonp3yil ABYX3TalHYIO aBTOPHU3ALMIO. DTO KOT/Ia MOMHUMO MapoJisi HY>)KHO BBOAMTH
KOJI, IpHUChIIaeMbIil o SMS;

4. BoiOepu ci0oXHBIM maposib. s KaXmoro modroBOro sIIMKa JOJDKEH OBITh CBOM
HAJIC)KHBIM, YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecThb BO3MOXHOCTh HANKMCATh CAMOMY CBOM JIMYHBIM BOIIPOC, MUCHOIB3YH 3Ty
BO3MO>XHOCTB;

6. HMcnonb3yil HECKOJNBKO MOYTOBBIX SALIMKOB. IlepBbIi A7 4YacTHOM MNEPENUCKU ¢
aapecaTaMH, KOTOPBIM Tbl JOBEpsClIb. OJTO OJJIEKTPOHHBIM aApec HE Halo
MCITOJIb30BaTh NP PETUCTPALIUK HA GOpyMax U calTax;

7. He otkpeiBaii (ailyibl 1 apyrue BIOKECHHUS B MHUChbMaX JaXe €CJIM OHU MPUILIH OT
TBOMX Jipy3eid. Jlydine yrouHu y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (ailibl;

8. Ilocme okoHuaHus pabOTHI Ha IOYTOBOM CEPBHCE MEpPEN 3aKPHITHEM BKIAIKU C
caiiToMm He 3a0yJb HaXaTh Ha «BeidTH».
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Kubepbynnune unu supmyanvruoe uzoesamenbcmeo

KubepOynnuHar — mpeciegoBaHUE COOOIICHHSMH, COJEP)KAIIUMH OCKOPOJICHUS,
arpecculo, 3alyruBaHue; XyJIUTaHCTBO; COIMAIBHOE OOMKOTHPOBAHUE C TMOMOIIBIO PAa3IUYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0PHOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60i. JIyumuii croco0: mocoBeToBaThCS Kak ceOs BECTH U, €CITU HET

TOTO, K KOMY MOKHO OOpaTUThCS, TO BHayalle YCIOKOMThCS. Eciii Thl HavyHeUIb

OTBEYATh OCKOPOJEHUSIMH Ha OCKOPOJEHHUS, TO TOJBKO elle OOJbIle pa30kKellb

KOH(IHKT;

VYrpasinsii cBoel KubeppernyTaruei;

3. AHOHUMHOCTH B ceTd MHUMas. CylIecTBYIOT CNOCOObI BBISCHUTH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He ctouT BecTu XyJIUTraHCKH 00pa3 BUPTyalnbHOM *ku3HU. HTEepHET pukcupyert Bce

TBOM JICUCTBUS U COXPAHSET UX. Y IAUTh X OYyAeT KpaiiHe 3aTPyAHUTEIBHO;

Cobnroait CBOM BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyii enauHmuHbld HeraTuB. OJXHOPAa30BBIE OCKOPOUTEIBHBIC COOOIICHHS
Jy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpaliaeTcss Ha HayalabHON CTaauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOILIEHUSMH, B COLIMATIBHBIX
CETSIX €CThb BO3MOXKHOCTH OJIOKMUPOBKH OTIPABKH COOOIIEHUN C OMpeIeTIeHHbIX
a/Ipecos;

8. Ecmu t1b1 cBumerennr kubOepOymiauara. TBou AeicTBHSA: BBICTYNUTh TMPOTHB
IpecieaoBarens, IOKa3aTh €My, YTO €ro JEeHCTBUS OLEHUBAIOTCA HETaTHUBHO,
MOJAJEPKATh IKEPTBY, KOTOPOH HY)XHA TICHUXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOIO MOBEACHUS B CETH.

N

o

Mobunvuwiii menegon

CoBpemeHHble cMapTGOHBI ¥ IJIAHIIETH COAEPKAaT B cebe BIIOJIHE B3POCIBIHA
(yHKIIMOHA, W Temeph OHU MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMH KOMITBIOTEPAMH.
OpHako, CpeACTB 3alUTHI ISl TOJ0OHBIX YCTPONCTB MOKAa OYEHb Majio. TeCTUPOBAHUE U MOUCK
ySI3BUMOCTEM B HMX IPOUCXOJMT HE Tak MHTeHcHBHO, Kak miusa I[IK, To xe camoe kacaercsa u
MOOWJIBHBIX TPUITOKECHHM.

CoBpeMeHHbIE MOOWIIBHBIE Opay3ephl YK€ MPAKTUUECKH TOTHAIM HACTOJIBHBIC aHAJIOTH,
OJIHAKO pacmupeHue (yHKIMOHATa BJiedeT 3a c000il OOJBIIYI0 CIOKHOCTH M MEHBIIYIO
3aIHUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMUTEIM BBIITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /17151 0€30aCHOCTH MOOHMIIBHOTO TenedoHa:

1. Huuero He sBisieTcss mo-HacTosleMy OecIulaTHbIM. Byab OCTOpOXkeH, BeAb KOorjaa
Tebe mpearaloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITb CKpPBITHI Kakue-TO
IUIaTHBIE YCIIYTH;

2. Jymaii, npexxae yem otipaButbh SMS, ¢orto miu Buaeo. Thl TOYHO 3HACHIb, TJ€ OHU

OyayT B KOHEYHOM UTOTE?

Heo0xo1umMo 0OHOBIATE ONIEPAIIMOHHYIO CHCTEMY TBOETO cMapT(hoHa;

4. Vcnonw3yi aHTUBUPYCHBIE IPOTPAMMBI JJIsl MOOMIIBHBIX TeIe(OHOB;

w


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

5. He 3arpyxaii mpuiiokeHUs OT HEU3BECTHOTO UCTOYHHKA, BEb OHU MOTYT COJIePKaTh
BpPEJIOHOCHOE TTPOTrPaMMHOE 00ECIICUCHHUE;

6. Ilocie Toro Kak Tl BBIWJCIIH C CaliTa, TAe BBOAWJ JIMYHYIO WH(OPMAIIUIO, 321 B

HaCTPOWKHU Opay3epa u yaaiau cookies;

[lepnonnuecku npoBepsiii KakKue MIaTHBIE YCIYT'M aKTUBHPOBAaHBI HA TBOEM HOMEDE;

8. Mamaii cBOi HOMEp MOOWIBHOTO Tele()OHA TOJBKO JFOASM, KOTOPBIX ThI 3HACHIb U
KOMY JIOBEpsI€lllb;

9. Bluetooth momxkeH OBITh BBIKIIOUEH, KOTJa Thl UM HE MOJb3yeribcs. He 3a0biBait
MHOT 12 IPOBEPSTH ITO.

~

Online uepot

CoBpeMeHHbIE OHJIAMH-UTPBl — H3TO KPACOYHbIC, 3aXBaTHIBAIOIINE PA3BJICUCHUS,
00BEANHSIONINE COTHU ThICAY YEJIOBEK M0 BceMy MHpY. Mrpoku uccienyioT AaHHBIM UM MUp,
O0IIAIOTCS APYT C JPYTOM, BBIOJHSIOT 3aJaHHsI, CPAKAIOTCS C MOHCTPAMH U TIONYyYarOT OIIBIT.
3a yIOBOJBCTBUE OHM IUIATAT: TMOKYIMAIOT AMCK, OIJIAYMBAIOT a0OOHEMEHT WU MPHOOPETaroT
KaKHe-TO OIIIUU.

Bce st cpenctBa Mayr Ha IOAJEpKAHWME M Pa3BUTHE WIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCS CHCTEMBbl ABTOPHU3ALMM, BBITYCKAIOTCS HOBBIE HAaT4H
(umpoBbIe 3aMIaTKH U1l IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX urpax CTOHUT OIACATHCA HEC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXKu
TBOCTO MMapOJisd, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3alIUN OOIBIINHCTBA urp.

OcHOBHBIE COBETHI 0 0€30MaCHOCTH TBOET'O UTPOBOT'0 AKKAyHTA:

1. Ecnu apyroit urpok BeeT cedsl IIoXo WIH Co3AaeT Te0e HEMPUSITHOCTH, 3a0JIOKHPYH
€r0 B CIIMCKE UTPOKOB;

[loxanyiics agMUHHCTpAaTOpaM UIPhl Ha IUJIOXO€ IOBEACHHME OSTOr0 WIrpoKa,
XKeJIaTeIbHO IPUJIOKUTH KaKUe-TO JOKAa3aTEIbCTBA B BUJE CKPUHOB;

He ykaspiBaii muuHyto HHGopMaIuio B npodaiine urpsl;

VYBaxail Ipyrux y4acTHUKOB I10 UTPE;

He ycranaBnuBaii HeopunaabHbIE TATIU U MOJIBI,

Hcnonp3yil CII0KHBIE U pa3HbIE 1apOJIy;

Jaxe BO BpeMs WIrpbl HE CTOMT OTKJIKOYATh aHTUBHpYC. Iloka ThI mrpaemsb, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

no

No ok ow

Duiune unu Kpaosica Tu4YHblx OAHHBIX

OObIuHON Kpakel JEHEer W JOKYMEHTOB CErofiHi YK€ HUKOTO He yauBHfllb, HO ¢
pPa3BUTHEM HHTEPHET-TEXHOJIOTMH 3JIOYMBIIUICHHHKH II€PEMECTWINCh B HMHTEPHET, U
MIPOJOIDKAIOT 3aHUMATHCS THOOMMBIMY JIETIOM.

Tak mosiBWIIaCh HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILIMHT, TJIaBHAS LEJb
KOTOPOT'O COCTOMT B IOJYYCHHH KOH(QUACHIMAIBHBIX TaHHBIX II0JIb30BATENICii — JIOTHHOB H
naposieil. Ha anrnmiickom s3bike phishing unraercs kak ¢umunr (ot fishing — priGHast 0B,
password — mapouip).

OcHOBHBIE COBETHI IO OOpHOE ¢ PUITHMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecimu Thl mojo3peBaelib, YTO TBOS aHKeTa ObuIa
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBaTh €€ M COOOUIMTH aJMHUHUCTpPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpee;
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2. Ucnonb3yit Oe3omacHele BeO-caifiThl, B TOM 4YHCIE, HWHTEPHET-Mara3uHOB H
MTOMCKOBBIX CUCTEM;

3. Hcnonb3yii cioxHbIe M pa3Hble Mapoiu. Takum oOpa3om, ecinu TeOs B3JIOMAIOT, TO
3JI0YMBIIJIEHHUKHU [IOJy4aT JOCTYI TOJBKO K OAHOMY TBOEMY NPO(UIIIO B CE€TH, a HE
KO BCEM;

4. Ecmu Te0s B3jIOMalIM, TO HEOOXOAUMO NPEIyNPEeAUTh BCEX CBOMX 3HAKOMBIX,

KOTOpbIe J00aBJIeHbl Y T€0s B APY3bsiX, O TOM, YTO Te€OS B3JIOMAaJU U, BO3MOYKHO, OT

TBOETO UMEHH OYZET pacchlIaThCs CIaM U CChUIKM Ha (DUIIMHIOBBIE CANTHI;

Ycranosu HasexHbIH napois (PIN) Ha MoOuIBHBIHA TenedoH;

OTxIIr0uM cCOXpaHeHue napoJs B Opaysepe;

7. He otkpsbiBaii ¢aiibl U apyrue BIOKEHHUS B MHCbMax Jake €CIM OHU MPUILIH OT
TBOUX JIpy3ei. JIydre yrounu y HUX, OTIPaBIISIIN JIU OHU TeOe 3TH (halbl.

ISRl

Lugposas penymayus

[ludpoBas pemyranus - 3T0 HEraTUBHAS WIM MO3UTHBHAS MH(OpMAIMI B ceTH O TeOe.
Komnpomerupyromass uHpOpManusi pa3MelieHHass B HHTEPHETE MOXKET CEphe3HBIM 00pazom
OTpa3uThCA Ha TBOEH peanbHON *ku3HU. «L{udppoBas pemyramus» - 3TO TBOW UMUK, KOTOPBIHA
¢dopmupyercst u3 nHGopMalu o Tede B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, yueObl, TBOE (PHHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nogpoCcTKH JErKOMBICIEHHO OTHOCATCS K MyOIMKALMU JIMYHOM MH(pOpManuu B
WuTepHere, He MOHMMAas BOZMOXKHBIX MOCIEACTBUI. ThI 1ake HE CMOXKEIlb JOrajaThCs O TOM,
4To (poTorpadusi, pazMeIrieHHas 5 n1eT Haza, cTajla IPUUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

Kommenrtapuu, pasmemienue TBoux Qortorpaduit u Jpyrue JedcTBHS MOTYT He
WCYE3HYTh Jake€ IOCJIE TOro, KaK Thl WX YyJAIWIIb. 1Bl HE 3HACIIb, KTO COXPAaHWI 3Ty
uHpOpMaltIo, IoMaja JIM OHAa B IMOMCKOBbIE CUCTEMbl M COXPAaHWIJIACh JIM OHA, a TJIaBHOE: 4TO
MOyMalOT 0 Tebe OKpYXKarolee JIOAH, KOTOpble HainyT u yBUAAT 3T0. Haiitn mH(popMaImio
MHOTO JIET CITyCTS CMOXET JI000H — Kak U3 J0OpbIX MOOYXKIEHWH, Tak U C HaMepeHHEeM
MPUYUHUTH BpeJl. ITO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTE HUPPOBOM PEMyTALNU:

1. Tlogymaii, mpexae 4eM 4TO-TO MyOJIMKOBaTh M NepefaBaTh y ceOs B Ojore wiM B
COITMAJIbHOM CETH;

2. B nactpoiikax npoduis ycTaHOBU OrpaHHYEHUS Ha POCMOTP TBOETO NPOQUIISL U €ro
COAEPKUMOTO, CIIeNIAl €r0 TOJIBKO «JIJIsl IPY3Ei»;

3. He pa3memaii u He yka3biBail HH(OPMAIHIO, KOTOPAsk MOKET KOTO-JINOO OCKOPOIATH
WM OOMKaTh.

Aemopckoe npago

CoBpeMeHHbBIC IIKOJFHUKHA— aKTUBHBIC IMOJB30BATEIN MH(POBOTO TMPOCTPAHCTBA.
O,Z[HaKO JaJICKO HE€ BCC 3HAIOT, YTO IIOJB30BAHUEC MHOI'MMH BO3MOXKHOCTAMHU I_II/I(I)pOBOFO MHpa
TpeOyeT CoOJI0ICHHSI TIPaB HA HHTEIIEKTYJIbHYIO COOCTBEHHOCTD.

TepMHUH «UHTEIJIEKTyaJbHAsi COOCTBEHHOCTbY» OTHOCUTCS K Pa3IUYHBIM TBOPEHUSM
YeJIOBEYECKOr0 yMa, HAuMHAsl C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TMPOAYKTHl M YCIyrM , W 3aKaH4yuBass KHUramu, QororpagusimMu, KUHOPUIBMAMH U
MY3bIKQJIbHBIMU [TPOU3BEICHUSIMHU.
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ABTOpCKHE IIpaBa — 3TO MpaBa HAa MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JINTEPATYPbl U UCKyCCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBII/TBOPUECKUI TPy aBTOpa He OyIeT HalpacHbIM, JAcT €My CIpaBeIJIUBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaxX CBOEro TPYAad, MOJIYYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 0e3 pa3pernienust aBTopa He MOKET BOCIIPOU3BOIUTE €r0 MPOU3BEIEHUE, PACHIPOCTPAHSATH,
nyOJIMYHO JIEMOHCTPUPOBATh, MpOJaBaTh, WMIOPTUPOBAThH, IyCKaTb B TPOKAT, MYOJIUYHO
UCIOJHATH, IOKA3bIBATh/UCIIOIHSTH B 3(Hpe WU pa3Memats B IHTepHeTe.

Hcnonb30BaHue «ITUPATCKOT0» MPOrPAMMHOTO 00€CIIEYEeHUs] MOXKET IPUBECTU K MHOT'MM
pUCKaM: OT TMOTEpPH JaHHBIX K TBOMM aKKayHTaMm J0 OJOKMPOBKH TBOETO YCTPOWCTBA, I/IE
YCTAQHOBJICHHBIM He JlerainpHas nporpamma. He cTouT Takke 3a0bIBaTh, UYTO CYILECTBYET
JeTajgbHble U OeCIIaTHBIE IPOTrpaMMbl, KOTOPbIE MOKHO HAalTH B CETH.

O nopmarne

CereBn4oK.p) — TBOW TJIABHBI COBETYMK B CETH. 3/€Ch ThI MOXEIIb Yy3HATH O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, @ MPH BO3HUKHOBEHUU KPUTUYECKOM
CUTyaIluu OOpAaTHTHCSA 32 COBETOM. A Tak)Ke NMPHUHATH Y4acTHE B KOHKYpCax M CTaTh CaMbIM
M(POBBIM TpakTaHUHOM!
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